Subnetting Made Easy
Dr. Jones
Suppose you were in the need of several public IPv4 addresses. There is an organization that you would work with in order to acquire a block of IPs to use at your institution.  Let’s suppose you expected to need roughly 20 computers with public IP addresses. Suppose you were giving the following CIDR block of IP addresses for usage in your institution:

131.221.129.160 /27
The /27 means that the first 27 bits of the address correspond to the network address, while the remaining 5 bits (b/c 27+5 = 32) are for hosts (and potentially making subnets). (Note that even though you only needed 20 IPs, they gave you a nice integer power of 2 … assume this is typical). Note that the CIDR notation means the same thing as saying:

131.221.129.160, with network mask (NM):  255.255.255.224

(if this is not clear, masks are explained in more detail delow)
Using CIDR notation provides for two immediate benefits. Firstly, it is much more compact that the NM notation. It also allows for network masks (NMs) that do not fall on octet boundaries. (i.e. something other than 8, 16, and 24, which was the case in the old days with classful IP assignment with implicit NM per class)

 In binary this address (131.221.129.160 /27) breaks down into: (the /27 is not part of the actual address, it just refers to the mask):
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0

Since 27 bits of the address are fixed (i.e. you cannot change them), the remaining 5 bits are the only ones you can work with.  First, ignoring subnetting altogether, let’s first consider how many addresses there are in the block you have been given.  Since there are 5 bits free, that are 2^5 = 32 IP addresses (not saying anything for the moment about whether or not they are usable, etc).  Remember, IPs are just numbers, i.e. you can count from the first one to the last one. If all else fails, you can always remember that fact.
List of all IP addresses from the beginning to the end of the block:
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0
131.221.129.160
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 1
131.221.129.161
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 1 0
131.221.129.162
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 1 1
131.221.129.163
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 0 0
131.221.129.164
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 0 1
131.221.129.165
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 0
131.221.129.166
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 1
131.221.129.167
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 0
131.221.129.168
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 1
131.221.129.169
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 1 0
131.221.129.170
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 1 1
131.221.129.171
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 0 0
131.221.129.172
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 0 1
131.221.129.173
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 0
131.221.129.174
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 1
131.221.129.175
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 0
131.221.129.176
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 1
131.221.129.177
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 1 0
131.221.129.178
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 1 1
131.221.129.179
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 0 0
131.221.129.180
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 0 1
131.221.129.181
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 0
131.221.129.182
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 1
131.221.129.183
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 0
131.221.129.184
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 1
131.221.129.185
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 1 0
131.221.129.186
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 1 1
131.221.129.187
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 0 0
131.221.129.188
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 0 1
131.221.129.189
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 0
131.221.129.190
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 1
131.221.129.191
If we were to keep counting, we’d get:

1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 1 0 0 0 0 0 0
131.221.129.192

Note that by doing so, we just changed the last 2 bits of the network portion of the address, which is a VIOLATION.  All the network bits must remain the same for the whole block.

At this point (before addressing subnetting) let’s talk about the number of IPs in this list that are valid for actual HOSTS.  Since the all 0’s host ID is reserved as the network ‘name’, we can’t use the first IP in this list. Also, since the all 1’s host is reserved as the broadcast address for this network block, it can’t be assigned as a host IP address either. 

1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0
131.221.129.160   netid
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 1
131.221.129.191   bcast
This means that the number of actual host IPs that are available in the range is 2^5 – 2 = 30.  (i.e. 2^(# of host bits) – 2).
Subnetting:

Now, suppose you were told that you need partition this range into 4 subnetworks. Let’s just break the list into 4 parts:
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0
131.221.129.160 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 1
131.221.129.161 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 1 0
131.221.129.162
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 1 1
131.221.129.163 
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 0 0
131.221.129.164
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 0 1
131.221.129.165
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 0
131.221.129.166 last host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 1
131.221.129.167 bcast addr
------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 0
131.221.129.168 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 1
131.221.129.169 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 1 0
131.221.129.170
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 1 1
131.221.129.171
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 0 0
131.221.129.172
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 0 1
131.221.129.173
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 0
131.221.129.174 last host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 1
131.221.129.175 bcast addr
------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 0
131.221.129.176 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 1
131.221.129.177 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 1 0
131.221.129.178
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 1 1
131.221.129.179
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 0 0
131.221.129.180
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 0 1
131.221.129.181
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 0
131.221.129.182 last host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 1
131.221.129.183 bcast addr
------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 0
131.221.129.184 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 1
131.221.129.185 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 1 0
131.221.129.186
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 1 1
131.221.129.187
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 0 0
131.221.129.188
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 0 1
131.221.129.189
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 0
131.221.129.190 last host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 1
131.221.129.191 bcast addr
Note that in each subnet, the 2 MSBs (highlighted by the underscore) of the ‘host’ field are the same for that subnet.  For example, in SN 1, the bits are “0 0”. See that every host IP in that group has that same bit sequence.  Whereas in SN 3, the 2 MSB’s are “1 0”. 
Since we have ‘borrowed’ the first 2 MSBs from the host field to use for subnetting, the remaining bits are now considered the host bits (i.e. the remaining 3 bits). Note that since 2 bits were used for subnetting, there are 2^2 = 4 subnets, while 3 bits are in the host field implying that there will be 2^3 = 8 IP addresses per subnet, which you can see is the case. However, the first and last IP address in each subnet cannot be used as a host IP address for the exact same reason described eariler. Namely, a subnet address and broadcast address for each subnet.  Let’s list these out: (note, this list doesn’t tell you anything that the above list doesn’t already make clear by way of the comments in the right-hand column):
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 0
131.221.129.160 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 1
131.221.129.167 bcast addr

------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 0
131.221.129.168 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 1
131.221.129.175 bcast addr

------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 0
131.221.129.176 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 1
131.221.129.183 bcast addr

------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 0
131.221.129.184 subnet addr
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 1
131.221.129.191 bcast addr
Since we can’t use the first and last IP in each subnet for hosts, what are the first and last IP addresses in each subnet that we CAN use for hosts? Here they are:
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 0 0 1
131.221.129.161 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 0 1 1 0
131.221.129.166 last host IP

------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 1
131.221.129.169 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 1 1 0
131.221.129.174 last host IP
------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 0 0 1
131.221.129.177 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 0 1 1 0
131.221.129.182 last host IP
------------------------------------------------------------------------------------------------------------
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 0 0 1
131.221.129.185 1st host IP
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 1 1 1 1 0
131.221.129.190 last host IP
Subnet Masks:

Now let’s talk about the subnet mask. The subnet mask is simply the term given to the construct used to indicate which bits of an address apply to the network (plus any borrowed host bits, if applicable) portion of the address versus the host portion of the address.  In this case, after borrowing 2 bits, the host portion is only the 3 LSBs, implying that the first 29 (32 – 3 = 29) MSBs are for the subnet address. Using the older (non-CIDR) notation, 1’s must occupy these 29 MSB positions and 0’s must occupy the 3 LSB positions. The subnet mask would therefore be:

1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 0 0 0
Using the older notation however requires that we use dotted decimal notation:

255.255.255.248 (Pay close attention to the last octet).

If we were to use the more modern CIDR notation, we’d simply use a /29 appended to any address we were talking about. For example, the fully qualified subnet address for SN 3 is: 
131.221.129.176/29

This lets the reader know precisely which bits are associated with the host, and which are not.

More on subnet masks.  Let’s suppose that we were to pick any random host IP address from the above list:

131.221.129.171/29
The question is, what subnet does he belong to?  Obviously we could simply look at the list but what about if we didn’t have the list.  Take the IP address and the subnet mask and do a bit-wise AND operation between them. Here is the truth table for the AND operation:
X  Y
|  X AND Y

0   0 
|        0

0   1
|        0

1   0
|        0

1   1
|        1


Bit-wise means AND the top and bottom address together, 1 bit at a time:

1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 1 1
= 131.221.129.171

1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 1 0 0 0 
= 255.255.255.248   AND
1 0 0 0 0 0 1 1 . 1 1 0 1 1 1 0 1 . 1 0 0 0 0 0 0 1 . 1 0 1 0 1 0 0 0
= 131.221.129.168
From this, we would conclude that the subnet that this IP address came from is:

131.221.129.168/29
(Note, you should always use the CIDR notation when talking about addresses since you would not otherwise know for sure what the subnet mask was, especially in a classless IP world).
Now, let’s look at another example:
You have been assigned what would have previously been referred to as a “class B” address:

131.190.0.0  

(we could put the CIDR /16 here, but we don’t need to since it is implied from the fact that this is a class B, because in class B, the first 16 bits of the IP are fixed as part of the network address … note, this is sloppy notation)

Question:
How many IPs are there in the block?

Answer:
Since there are 32 – 16 = 16 bits in the host field, there are 2^16 = 65,536 IPs in this block.

Question: 
If no subnetting were used, how many host IPs would there be?

Answer:
2^16 – 2 = 65,534, because the first and last IPs in the block are reserved for the network ID and the broadcast address: 131.190.0.0 and 131.190.255.255, respectively.

Question:
If you are required to create 10 subnets, how many hosts will you have per subnet after the partitioning?
Answer:
Since you need 10 subnets, then you need to borrow enough bits to enumerate at least 10 different subnets. So, 2^3 = 8, so that is not big enough. 2^4 = 16, and 16 > 10 ( let’s go with 4 subnet bits. This means that we’ll actually have 16 subnets, rather than the 10 that we were asked for, but there’s no other easy option. Since we’re using 4 of the original 16 host bits for subnetting, we only have 16 – 4 = 12 bits for hosts, meaning that there will be 2^12 – 2 = 4094 host IPs per subnet. (recall that the first and last IP in each subnet are not valid host IP addresses).
Question:
What would be subnet mask (SNM) for the above network be after subnetting?

Answer:
Since we borrowed 4 bits for subnetting, that means that the total number of ‘network’ bits we are now using is 16 + 4 = 20 (because 16 were there to begin with since it was a “class B” network (don’t forget there is not such thing as a class B network nowadays)).  This means that in CIDR notation, the SNM is simply /20.  In older notation it would be:

 1 1 1 1 1 1 1 1 . 1 1 1 1 1 1 1 1 . 1 1 1 1 0 0 0 0 . 0 0 0 0 0 0 0 0  = 255.255.240.0
Question:
What is the full subnet address of the 3rd subnet?
Answer:
In mixed notation, we’d have:

131 . 190 . 0 0 0 0 0 0 0 0 . 0 0 0 0 0 0 0 0  -- 1st SN
131 . 190 . 0 0 0 1 0 0 0 0 . 0 0 0 0 0 0 0 0  -- 2nd SN
131 . 190 . 0 0 1 0 0 0 0 0 . 0 0 0 0 0 0 0 0  -- 3rd SN ( = 131 . 190 . 32 . 0
131 . 190 . 0 0 1 1 0 0 0 0 . 0 0 0 0 0 0 0 0  -- 4th SN

The first 4 MSBs (remember, we borrowed 4 bits) of the 3rd octet are 0010 because by starting counting from 0 we have:
0000
1st SN 

0001
2nd SN

0010
3rd SN

0011
4th SN

Now, that 3rd full octet is: 0 0 1 0 0 0 0 0, which in base 10 = 32.
So the full subnet address is:

131 . 190 . 32 . 0/20  
(the CIDR /20 is there to denote that the first 20 bits of the address are fixed)
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